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The purpose of this appendix is to provide an overview of the Commonwealth’s Harrisburg metro fiber network.
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The following equipment should be considered within the primary management domain of COPANET and enterprise NOC services. 
	Asset Inventory

	COPANET

	Device
	Model
	Category

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	ONS-15454
	switch

	
	catalyst296024TT
	switch

	
	catalyst296024TT
	switch

	
	WS-C6509-E
	switch

	
	WS-C6509-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	WS-C6504-E
	switch

	
	C6807-XL
	router

	
	C6807-XL
	router

	
	C6807-XL
	router

	
	C6807-XL
	router

	
	WS-C3560G-24TS
	switch

	
	WS-C3560G-24TS
	switch

	
	WS-C3560G-24TS
	switch

	
	WS-C2960G-8TC-L
	switch

	
	WS-C2960G-8TC-L
	switch

	
	WS-C3560X-24
	switch

	
	WS-C3560X-24
	switch

	
	WS-C3560X-24
	switch

	
	WS-C3560X-24
	switch

	
	C3850-NM-2-10G
	router

	
	C3850-NM-2-10G
	router

	
	WS-C3560G-24TS
	switch

	
	WS-C3560G-24TS
	switch

	
	C3850-NM-2-10G
	router

	
	C3850-NM-2-10G
	router

	
	WS-C2960G-8TC-L
	switch

	
	WS-C2960G-8TC-L
	switch

	
	WS-C3560G-24TS
	switch

	
	WS-C3560G-24TS
	switch

	
	WS-C3560X-24
	switch

	
	WS-C3560X-24
	switch

	
	WS-C3560G-24TS
	switch

	
	C3850-NM-2-10G
	router

	
	C3850-NM-2-10G
	router

	
	catalyst2960G8TC
	switch

	
	WS-C3560G-24TS
	switch

	
	catalyst2960G8TC
	switch

	
	WS-C3560G-24TS
	switch

	
	WS-C3560G-24TS
	switch

	
	catalyst2960G8TC
	switch



	Asset Inventory

	MAN & State Office Buildings

	Device
	Model
	Category

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	C3900-SPE100/K9
	router

	
	CISCO3925-CHASSIS
	router

	
	CISCO3925-CHASSIS
	router

	
	CISCO3925-CHASSIS
	router

	
	C3900-SPE100/K9
	router

	
	CISCO3925-CHASSIS
	router

	
	C3900-SPE100/K9
	router

	
	CISCO2921/K9
	router

	
	CISCO3925-CHASSIS
	router

	
	WS-C3850-12S-E
	router

	
	WS-C3850-12S-E
	router

	
	C3850-NM-4-1G
	router

	
	WS-C3850-12S-E
	router




	Asset Inventory

	Business Partner Co-Lo

	Device
	Model
	Category

	
	WS-C3850-24T-E
	router

	
	WS-C3850-48T-E
	router



	Asset Inventory

	CCN (DOS Sure/Election Support, DHS, JNET)

	Device
	Model
	Category

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router
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	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO3925-CHASSIS
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router

	
	CISCO2901/K9
	router
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Commonwealth Enterprise Network (EN) - COPANET

COPANET is the core network component of the Commonwealth’s enterprise network (EN). This is a Harrisburg,
PA metro fiber network owned by the Commonwealth and currently co-managed by OA OIT and Verizon. Below
illustrates the 7 nodes with some examples of current connectivity.

COPANET Conne “B"
Examples “A"
One node - one switch (RARE - WAN |
only) ug
One node - multiple switches

Sub-node up”
Two nodes — multiple switches

One “sub-node” switch
Two “sub-node” switches

One “sub-node” switch-multiple
agencies

Two “sub-node” switches — multiple

agencies g

Verizon
PIP

Verizon PIP
connections to
COPANET are at 2
locations (CTC and Sub-node
the Keystone Building) “ye

upn ugr
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COPANET Technical Overview

The Commonwealth is currently upgrading COPANET, moving from a 10 Gb to a 100 Gb backbone.

provides a technical summary of COPANET and the currently underway upgrade (COPANET 2).

COPANET

10 Gbps DWDM rings
7 node Locations (2 Cisco 15454 per location)
14 L3 switches (2 Cisco 6504 per location)

2 rings configured in opposite direction for
redundancy

Redundant power

Redundant nodes at each location

Diverse entry/exit to buildings

10 Gbps handoff to 6504 L3 switches

MPLS Backbone

BGP handoff to Agencies
®  Separated by VRFs

Connection to Verizon PIP through two locations
= Keystone - 7-1 Gbps connections
= CTC-7-1 Gbps connections

Agency’s remote locations are on a VRF that
terminates behind their firewall

COPANET2

100 Gbps DWDM ring

Virtual 40 Gbps - point to point between all
locations

4 node Locations — Not to exceed 7 when complete
(2 Cisco 15454 M6 per location)

2 Cisco 6807 L3 switches per location
Redundant power

Redundant nodes at each location

Diverse entry/exit to buildings

2 40 Gbps handoff to 6807 L3 switches

MPLS Backbone

BGP handoff to Agencies - separated by VRFs
Connection to Verizon PIP through two locations

= Keystone - 7-1 Gbps connections(soon to be
1-10Gbps)

®  CTC-7-1 Gbps connections (soon to be 1 -
10Gbps)

Agency’s remote locations are on a VRF that
terminates behind their firewall

Below
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COPANET Technical Overview - continued

COPANET

®  All agencies under the Governor's jurisdiction are on COPANET except for:
=  PEMA (PA Emergency Management Agency)
®* New HQ will be on COPANET
= LOT (Lottery)
®  DMVA (Department of Military and Veterans Affairs)
®  DOH (Department of Health)

= PCCD (PA Commission on Crime and Delinquency)

Agency
Connections

®  Two connections to each agency

®* ALL connected to two different L3 switches

®  Internet connections are provided from two diverse locations (Verizon Contract)
®  Pittsburgh (Primary)
Internet = Philadelphia (Backup)
Service . _ .
Perimeter Security is redundant at each location

®  Security DMZ, Business Partner, and VPN traffic travel on separate VRF on same physical
media
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CPOPs  – Current and Future  – “After RFP2”
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